
 
 

Intermediate Security Analyst 

 
 

POSITION SUMMARY: 
 
The Intermediate Security Analyst ideal candidate will assist the IHS CISO in providing technical 
support of all Recovery Act funded IT security initiatives as provided by HHS Recovery Act 
initiatives pertaining to the IHS.   The ideal candidate will have at a minimum the required 
experience as follows:  

• Demonstrated, in-depth knowledge consistent with security principles and best practices 
as reflected in various Federal legislation, NIST guidance, and industry best practices  

• Specialized security training and certifications appropriate for their area of expertise, 
e.g., a current Certified Information Systems Security Professional (CISSP) or similar 
security or program management certifications.  

• Experience in providing services to a federal customer within the scope of the 
contract 

• Familiarity with HIPPA standards (is a plus).   
 

As an onsite representative of the company, candidate must possess effective 
communication and interpersonal skills to build and maintain effective working 
relationships with the client.   
  

QUALIFICATIONS: 
 

Education: BS degree in Computer Science, or equivalent experience, in 
Information Management, or related field.   

 
Experience: Two (2) to Five (5) years experience with increasing responsibilities 

Security Analyst responsibilities.  
 

Minimum Job Requirements 
 

• Support enhancement FISMA and Recovery Act IT security initiatives 
management and oversight 

• Support for IHS and Department security architecture and engineering planning 
• Assist the IHS CISO in providing technical support of all Recovery Act funded IT 

security initiatives as provided by HHS Recovery Act initiatives pertaining to the 
IHS.  

• IT security tasks to include support for IT systems security administration tasks 
for implementation of IT security policies, processes, and standards 

• FISMA program compliance 
• Security engineering and technical support for enterprise security products 

implementation and operations 
• Correction of FISMA POA&M action items 
• IT systems continuous monitoring, audit log analysis, IT systems forensics 

analysis, security engineering to support enterprise security operations, and 
other NIST standards planning, testing and implementation 

 
 



 
 

Intermediate Security Analyst 

 
CLEARANCE REQUIRMENTS 

 
All contractor personnel working on this contract shall have a minimum of a Level 5 
Position of Public Trust suitability clearance.  
 

CITIZENSHIP REQUIREMENTS 
 
US Citizenship is a requirement for this position. Candidate will be subject to a security 
investigation and may need to meet eligibility requirements for access to classified 
information. Security clearances are a plus. 

 
 

WORK LOCATION 
 
The contractor shall perform the primary work effort at the customer’s office in the 
Albuquerque, New Mexico.  

 
PHYSICAL REQUIREMENTS 

 
While performing the duties of this job, the employee is regularly required to talk, hear, and use 
hands to finger, handle or feel objects, tools, or controls. The employee is occasionally required 
to reach with hands and arms. Specific vision abilities required by this job include close vision. 
 
The employee must occasionally lift or move up to 25 pounds.  
 

POSITION SPECIFICATIONS 
 
Position Grade: TBD 
EEO Job Group:  TBD 
FLSA Status:  Exempt 
Department:    HIS 
 
e-Management is an Equal Opportunity Employer and participates in E-Verify. 

This position may be considered a Testing Designated Position (TDP) under e-Management’s 
Workplace Substance Abuse Policy and therefore may be subject to pre-employment drug 
testing for illegal drug use.  All applicants will be required to consent to a pre-employment drug 
screening and may be subject to random testing thereafter.  
 


